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PREFACE

Looking 5 to 10 years forward, to an ecosystem with end-to-
end encryption, network architectures and hence security as
we know it in enterprises will be transformed. The protocols
for end-to-end encryption have been developed, but the
management of security and networks have not caught up.

This is an opportunity to think strategically on the design
of network architectures, the placement and use of manage-
ment tools, and to plan for resources, especially the hard-to-
find security practitioner.

Let’s face it, information security is much more difficult
than it needs to be, and this transformational period for
protocols should be seen as an opportunity to fix these issues.
The focus on this forward-looking strategic view is primarily
considering the tremendous deficit in information security
professionals will never be filled through training. The current
set of security solution architectures involving middleboxes
are geared toward the top 1% of organizations that can afford
to hire multiple information security professionals. The other
aspect of this strategic vision includes the goal of a truly
improved and intrinsically more secure network environment.
Envision a fully encrypted and authenticated network with
functions better performed at scale where collective knowl-
edge is strategically and carefully applied. As it has come to be
an acceptable outcome in the Internet of Things (IoT) space,
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envision elemental services from end point vendors to prevent,
detect, and thwart threat actors leveraging collective knowl-
edge on patterns and behaviors through the use of artificial
intelligence and machine learning applied back to your sys-
tems to better scale incident detection and response.

This means no middleboxes that each require a full-time
employee to manage. A reliance on information collected at
the edge, or end point systems, as well as streams provided to
these systems to prevent or block known threats would be
managed by a smaller group of expert analysts with large
swaths of data to make assessments. Vendors could provide
services to prevent and resolve security issues on their appli-
cations and platforms in aggregate utilizing a small number of
analysts specific to their technologies and threat landscapes.
This already happens in hosted environments, but perhaps not
in the ways this long-term vision moves us toward to further
reduce human resource impacts. Gradually, this would all give
way to intrinsically secure applications and the ability for
users to better manage their personal data. Let’s start with a
few relevant examples that scale security and incident man-
agement well, and then the book will expand from there more
broadly setting new architectural patterns that scale.

The APWG [APWG] hosts central repositories around use
case-specific threats. This example is on the antiphishing
repository. Anyone can contribute to this antiphishing
repository containing attack-related information including
web service links (URLs) with known malware, compromised
email servers, etc. The information is used, verified, and
updated by participating organizations, like RSA who engages
law enforcement to take appropriate legal action and have
malicious sites removed from the Internet. Where this gets
interesting in terms of scale is the use of the information
sources by programs like Google Safe Browsing [Google,
2019]. This particular program assesses threats and integrates
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deny lists into the browser that are updated on a periodic basis
throughout the day. Additionally, this is used as a plugin for
every other major browser, greatly reducing the number of
analysts needed to have a large impact on threats for just
about every browser user on the planet, as an individual or
within a corporate network benefiting.

Turning to the payment processing industry, threat detec-
tion occurs at the issuing bank, which is part of the payment
processing flow that begins with the point of sale at millions of
retail locations as well as online commerce sites. In this case,
transactions are stopped at the point of sale or prior to the
transaction being completed. In terms of scale and location of
intelligence, this makes sense except for smaller issuing banks
that may not have the fraud detection capabilities of larger
organizations. The issuing bank has full records of card users’
trends and patterns and can detect unusual behavior. The
point of sale is able to verify whether or not your credit card is
valid and has adequate funds to proceed with a transaction.

If you peel back this example a bit, there are providers of
data that aid in fraud detection to further narrow the number
of experts needed to detect threats. Fraud information services
provide lists of compromised accounts and credit cards to the
appropriate issuing bank, culled from the dark web. This
compliments the work performed by issuing banks to detect
fraud. Financial institutions also collaborate on threat detec-
tion, but not necessarily fraud detection techniques. There is
room for improvement in each of these examples; however,
they demonstrate collaboration between enterprises and ven-
dors to protect enterprise users and individuals with fewer
overall human resources. For some types of threats, solutions
still do not scale and near-term work could help to reduce the
number of analysts needed with architectural model changes
with an eye toward efficiency given today’s resource con-
straints. Longer term, methods will emerge to prevent the
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attacks and thus reducing the need for defenses like these.
Threat detection is just one area this book examines as it
unfolds to map out security architectures to improve security
and reduce human resource requirements for organizations of
all sizes. It is imperative that we think toward new architec-
tural patterns including ways to prevent such attacks now as
protocol design changes and technology advancements enable
this transformation.
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