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Abstract
Purpose – The concept of information security culture, which recently gained increased attention, aims to
comprehensively grasp socio-cultural mechanisms that have an impact on organizational security. Different
measurement instruments have been developed to measure and assess information security culture using
survey-based tools. However, the content, breadth and face validity of these scales vary greatly. This study
aims to identify and provide an overview of the scales that are used to measure information security culture
and to evaluate the rigor of reported scale development and validation procedures.
Design/methodology/approach – Papers that introduce a new or adapt an existing scale of information
security culture were systematically reviewed to evaluate scales of information security culture. A standard
search strategy was applied to identify 19 relevant scales, which were evaluated based on the framework of 16
criteria pertaining to the rigor of reported operationalization and the reported validity and reliability of the
identified scales.
Findings – The results show that the rigor with which scales of information security culture are validated
varies greatly and that none of the scales meet all the evaluation criteria. Moreover, most of the studies
provide somewhat limited evidence of the validation of scales, indicating room for further improvement.
Particularly, critical issues seem to be the lack of evidence regarding discriminant and criterion validity and
incomplete documentation of the operationalization process.
Research limitations/implications – Researchers focusing on the human factor in information security
need to reach a certain level of agreement on the essential elements of the concept of information security
culture. Future studies need to build on existing scales, address their limitations and gain further evidence
regarding the validity of scales of information security culture. Further research should also investigate the
quality of definitions and make expert assessments of the content fit between concepts and items.
Practical implications – Organizations that aim to assess the level of information security culture
among employees can use the results of this systematic review to support the selection of an adequate
measurement scale. However, caution is needed for scales that provide limited evidence of validation.
Originality/value – This is the first study that offers a critical evaluation of existing scales of information
security culture. The results have decision-making value for researchers who intend to conduct survey-based
examinations of information security culture.

Keywords Information security culture, Information security, Measurement, Scales, Validity,
Systematic review, Surveys, Assessments, Methodology, Measurement, Meta-analysis

Paper type Research paper

© Špela Orehek and Gregor Petrič. Published by Emerald Publishing Limited. This article is
published under the Creative Commons Attribution (CC BY 4.0) licence. Anyone may reproduce,
distribute, translate and create derivative works of this article (for both commercial and non-
commercial purposes), subject to full attribution to the original publication and authors. The full
terms of this licence may be seen at http://creativecommons.org/licences/by/4.0/legalcode

This work was supported by the Slovenian Research Agency within the “Young researchers”
program [grant number P5-0168].

Information
security
culture

133

Received 13 December 2019
Revised 23March 2020

25May 2020
29 July 2020

1 September 2020
Accepted 1 September 2020

Information & Computer Security
Vol. 29 No. 1, 2021

pp. 133-158
EmeraldPublishingLimited

2056-4961
DOI 10.1108/ICS-12-2019-0140

The current issue and full text archive of this journal is available on Emerald Insight at:
https://www.emerald.com/insight/2056-4961.htm

http://dx.doi.org/10.1108/ICS-12-2019-0140


1. Introduction
In contemporary societies, organizational processes are inextricably associated with the use
of information and communications technologies (ICTs), which expose organizations to
information security risks and threats. This is evidenced by the numerous security incidents
in the past decade. Information security researchers and professionals are increasingly
insisting that security risks and threats cannot be effectively avoided by solely technical
means and that organizational human capital, which can influence the security of an entire
organization, must be considered (Gordon and Loeb, 2005; Ran�cigaj and Lobnikar, 2012;
Tsohou et al., 2015). Organizations can implement the latest technological security solutions,
but employees are still the ones who (often unknowingly) invite security breaches through
careless behavior, which results from a poor information security culture (Singh et al., 2014;
Tsohou et al., 2015). From the perspective that views ICTs as socio-technical systems (Kling,
2007), organizations can be secure only when both their technical and socio-cultural elements
are in harmony.

1.1 The human factor in information security
The social scientific aspects of information security are commonly considered “the human
factor” of information security and are researched under the umbrella of the behavioral
information security approach. Different theoretical (mostly psychological) models have
been applied in this field, and a number of concepts have emerged, such as information
security awareness, conscious care behavior, compliance with security policies, information
protection culture and cybersecurity culture. In particular, in recent years, the concept of
information security culture has gained significant attention in both academia and industry.
It aims to transcend predominant psychological perspectives and comprehensively address
the human factor of information security in the organizational context by considering the
cognitive, behavioral, attitudinal, normative and other aspects of employees that affect the
establishment of information security (Al Hogail and Mirza, 2015; Da Veiga and Martins,
2015a; Nævestad et al., 2018; Roer, 2015). Recent scientific articles and security reports
(Budge et al., 2018; European Union Agency for Network and Information Security [ENISA],
2017; Moody et al., 2018) show that the concept of information security culture is becoming
particularly important.

Information security culture generally refers to the formation of adequate beliefs and
values regarding security that guide employees to establish a safe organizational
information environment (Al Hogail and Mirza, 2015, p. 286). More precisely, Da Veiga and
Eloff (2010, p. 198) define information security culture as “the attitudes, assumptions, beliefs,
values and knowledge that employees/stakeholders use to interact with the organization’s
systems and procedures at any point in time.” In other words, employees have certain
values, and therefore, demonstrate certain behaviors that can either support the protection
of organizational assets or endanger them (Al Hogail and Mirza, 2015). Organizations can
have certain regulations and guidelines about employee conduct that relate to safeguarding
information systems, but employees can choose whether to behave in line with those
regulations (Martins and Eloff, 2002). Thus, if the information security culture is weak, it
may inhibit the security of organizations (Da Veiga, 2016). When a positive information
security culture is developed, employees understand that ensuring security is an integral
part of their job. Moreover, employees in such conditions actively practice good security
habits andmake security-minded decisions (Paulsen and Coulson, 2011).

Information security culture has a plethora of definitions and understandings in the
scientific literature. It is understood as a subset of the wider concept of cybersecurity
culture, which refers to human-induced security issues on a wider population level, while the
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concept of information security culture is considered to be relevant within organizational
contexts (Da Veiga, 2016). Moreover, we identify two different types of studies about how
information security culture is conceptualized and related to other phenomena. On the one
hand, there are studies that consider information security culture as one of the independent
variables that is relevant to explaining organizational human behavior. In such studies, it is
usually measured as a unidimensional concept with several items. On the other hand, there
are studies that see information security culture as an overarching construct that includes
other relevant concepts in the field of security behavior research. Within the latter studies,
information security culture is viewed as a multidimensional concept that contains
awareness, knowledge, attitudes, behaviors, intentions, beliefs, values and other relevant
concepts, resulting in multidimensional measurement instruments with large numbers of
items.

Along with becoming an important theoretical concept in the field of information security,
information security culture carries important practical consequences. Organizations must
develop a certain level of information security culture to reduce or minimize the security risks
incurred by employees when they use organizational ICTs (Da Veiga and Eloff, 2010) or personal
technologies in an organizational context. One of the main goals of promoting information
security culture is to create and sustain an understanding of information security as an issue
pertaining to each employee and their responsibilities and conduct in an organization (Al Hogail,
2015; Schlienger and Teufel, 2003). Knowledge of what organizational security culture is and how
to manage it has become vital for the management of contemporary information-technology-
dependent organizations (Furnell andThomson, 2009; Tsohou et al., 2015).

1.2 Necessity of valid and reliable measurements of information security culture
With the emergence of the concept of information security culture, a need to measure this
phenomenon quickly developed and a number of measurement scales [1] emerged in the
past decade. Measuring information security culture is important not only for scientific
research of information security but also for practical reasons. When an organization
measures its information security culture, it receives feedback on its employees’ security
behavior, their perception of the importance of security and peer behavior, their knowledge,
values and other aspects of information security culture. In this way, measuring information
security culture can help an organization to identify its weak links and develop guidelines to
resolve them (or identify strong links and reaffirm them). The European Union Agency for
Network and Information Security specifically calls for measurement of information
security culture in organizations to assess and improve the human factor of security
(European Union Agency for Network and Information Security [ENISA], 2017). Measuring
complex theoretical concepts such as information security culture in a valid and reliable way
is difficult, but not impossible.

However, at face value, existing measurement instruments greatly vary in terms of the
rigor of the operationalization process, content of the items and evidence regarding the
quality of measures. Thus, a critical overview of scales for measuring information security
culture is urgently needed to provide grounds for the future development of high-quality
measurement instruments and enable valid insights and reliable predictions. The
importance of sound validation of scales is understood as one of the most important
elements in research (Schoenfeldt, 1984), especially in the context of information security, as
weakly validated scales might lead to a wrong assessment of information security culture in
an organization and, in turn, to decisions with devastating consequences.

Therefore, this study aims to identify and provide an overview of the scales that are used
to measure information security culture and to evaluate the rigor of reported scale
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development and validation procedures. More precisely, we seek to answer three research
questions:

RQ1. Whichmeasurement scales are used to measure information security culture?

RQ2. What is the rigor of the reported operationalization of the identified scales?

RQ3. What is the reported validity and reliability of the identified scales?

2. Method
Systematic review is a commonly used method to obtain an overview of a certain scale and
to collect and analyze data from a series of studies. It enables critical evaluation of identified
scales, and the findings contribute to further optimization of those scales (Moher et al., 2009).

2.1 Search strategy
To answer the first research question, we used a search strategy according to the preferred
reporting items for systematic reviews and meta-analyzes procedure (Liberati et al., 2009).
Then, we assessed the results according to predefined methodological criteria to address the
second and third research questions. The primary selection criteria for the inclusion of
studies were as follows:

� The study is published as a scientific paper.
� The study involves empirical research with survey-based measure (s) of information

security culture.

Identification: The search was conducted within the Scopus and Web of Science databases,
which contain peer-reviewed scientific journals, books and conference proceedings. The
search was conducted on June 27, 2019. The following Boolean search was performed:
“TITLE-ABS-KEY (“information security culture” OR “culture of information security” OR
“cybersecurity culture” OR “security culture”) AND (survey OR measure OR scale OR
questionnaire OR model)” [2]. The search procedure (based on title, abstract and keywords)
yielded 441 hits. In total, 92 duplicates were found and excluded from further analysis.

Screening: A total of 349 hits were screened for general adequacy in terms of whether
they addressed information security culture. Screening was based on the examination of
titles and abstracts. During this phase, 114 sources were eliminated, which meant that 235
relevant sources remained according to the selection criteria listed above.

Eligibility: The last phase of the search strategy involved a thorough analysis of the
studies that were selected in the screening phase. All relevant identified articles were accessed
using a digital library service provided by the University of Ljubljana or were obtained via open
access [3]. In particular, we focused on information about survey-based measurement of
information security culture. Out of the 235 articles, 216 were excluded for various reasons:
irrelevance of the topic (58 papers), theoretical papers without empirical research (69 papers; those
were not identified as non-empirical in the previous phase because of their uninformative
abstracts) and use of qualitative methodology (52 papers). In addition, 14 papers were excluded
because they used identical scales from one author. If the authors used the same measurement
instrument for the same number of items and sample data, we combined all criteria together into
one evaluation [4]. However, if the scales were not identical, the one with more reporting
characteristics was included in our analysis. Further, 17 papers were excluded because their
content did not refer to the methodological aspects of measuring instruments (i.e. the instruments
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were not introduced or the reported characteristics were limited to descriptive
statistics). Six papers were excluded because they were not written in English.

Inclusion: Ultimately, 19 studies were included in the systematic review (Figure 1).

2.2 Data extraction and criteria for evaluation
There are a number of works in the field of social science methodology that define the
criteria for developing, validating and reporting measurement scales. In this paper, we
propose an evaluation framework based on some of the most-cited sources related to the
measurement of social science phenomena, which are often understood as providing
standards for measurement. This body of literature includes, but is not limited to, guidelines
established by the American Educational Research Association in cooperation with the

Figure 1.
Flow diagram of the

search procedure
based on the PRISMA

procedure

441 results from initial search
- Scopus: 317 results

- Web of science: 124 results

Number of articles for screening:

n = 349

Excluded duplications:

n = 92

Studies included in the synthesis:

n = 19

Full-text articles assessed for 

eligibility:

n = 235

Excluded/irrelevant based 

on title and abstract:

n = 114

IN
C

L
U

S
IO

N

Full-text articles excluded:

- inappropriate topic (n = 58)

- not empirical (n = 69)

- qualitative approach (n = 52) 

- identical scales (n = 14)

- non-methodological content (n = 17)

- language (n = 6)

ID
E

N
T

IF
IC

A
T

IO
N

S
C

R
E

E
N

IN
G

E
L

IG
IB

IL
IT

Y

Information
security
culture

137



American Psychological Association and National Council on Measurement in Education
(AERA, 1992); the publication manual of the American Psychological Association (APA),
2020; and the work of DeVellis (2016). Our evaluation framework encompasses two main
categories of methodological criteria, namely, the rigor of the reported operationalization of
information security culture scales (Table 1) and the reported quality of measurement in
terms of the reported empirical validity and reliability (Table 2). The analysis of the first set
of criteria will serve to answer the second research question and the analysis of the second
set of criteria will help us answer the third research question. The next paragraphs offer a
detailed presentation of both categories of criteria.

The rigor of operationalization refers to the quality of reporting of the operationalization
process in terms of how strictly authors follow the proposed guidelines for (documenting)
operationalization and satisfy certain conditions in this process [5]. These steps are
necessary but not sufficient to obtain a reliable and valid measurement instrument
(Carmines and Zeller, 1979). The process of operationalization starts with an essential
definition of a concept to be measured, identification of the concept’s (possible) dimensions
and their definitions, development and testing of an initial pool of items and establishment
of a finalized scale with a clear set of items, introductory text and answer categories and
basic statistics for the items (AERA, 1992; DeVellis, 2016; Neuman, 2014). In other words,
the elements that are listed in Table 1 can be understood as necessary elements for a
published study that introduces a new/adapted scale (Jackson, 2009; DeVellis, 2016;
American Psychological Association [APA], 2020). In addition to coding whether
quantitative elements of operationalization were absent or present in the published papers,

Table 1.
Criteria of the rigor
of operationalization

Rigor of
operationalization Coded criteria Empirical criteria/coding values

Conceptual
background of
items

Definition of concept Reported (1); not reported (0)
Definition of dimensions Reported (1); not reported (0)
Source of items Reported (1); not reported (0)

Testing items Expert review Reported (1); not reported (0)
Pilot test Reported (1); not reported (0)

Sample
information

Sample size Higher than 300 or 5 times the number of items (1);
lower or not reported (0)

Response rate Higher than 30% (1); lower or not reported (0)a

Sample characteristics Presence of basic sample characteristics (gender, age
and education) (1); not reported (0) 1

Univariate and
bivariate analysis

Descriptive statistics of the
items or factors

Presence of basic descriptive statistics (mean, standard
deviation, etc). for individual items or dimensions (1);
not reported (0)

Correlation between
dimensions, factors or
items

Presence of a correlation/covariance matrix or reported
coefficients (1); not reported (0)

Measurement
model fit
assessment

Exploratory factor
analysis

KMO test:>0.5; Bartlett’s test:<0.05 (1), not reported
or not fulfilled (0)a

Confirmatory factor
analysis1

x 2/df< 3, RMSEA/RMR/SRMR:<0.1 and CFI/TLI/
RNI/Bollen’s delta 2:>0.9 (1); not reported (0)a

Note: aIn case of partial fulfilled criteria, half point was assigned
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we coded whether they satisfy the standards set by the methodological literature. All criteria
pertaining to the rigor of operationalization and their coding values are listed in Table 1.

Regarding the conceptual background of operationalization, essential definitions are
mandatory because they determine the content domain of a certain concept and serve as the
starting point for the development of items (Bollen, 1989; DeVellis, 2016). Content validity
can be assessed based on how well the definition of the concept is “translated” into the items
(Trochim, 2006). According to the methodological literature, this is a step-by-step procedure
that involves description of the source of items (i.e. the literature, concepts and qualitative
interviews), (external) expert assessment of the fit between the definition of a concept and
the content of items, and pilot testing of items (AERA, 1992; American Psychological
Association [APA], 2020; DeVellis, 2016). In this evaluation, we do not evaluate the quality
of definitions or the quality of pilot tests. Instead, we only report whether these elements are
present and published in the paper (e.g. whether a definition of the concept is present or not,
whether the scale was pilot tested or not).

The operationalization also includes requirements regarding the sample with which the
scale is measured. We extracted information about the sample size and response rate, as
these are important to obtain unbiased empirical parameters. Low response rates and an
uncharacteristic sample structure can result in a biased sample and yield biased
measurement results (Bollen, 1989; Hinkin, 1998). To statistically validate the measurement
instrument, the sample size must be at least 300 units or five times larger than the number of
items in a scale (Hair et al., 2014; Nunnally and Bernstein, 1994; Tinsley and Tinsley, 1987).
In addition, the response rate must be at least 30% in the case of online surveys to avoid a
non-response bias (Callegaro et al., 2015; Dillman et al., 2014). In the event that a study
collected data on multiple organizations and a sufficient response rate was achieved in only
some cases, the criterion was coded as partially fulfilled. In addition, methodological
guidelines suggest that studies should present the basic characteristics of the sample from
which data for scale validation were collected. Sample characteristics were considered to be
present if the main socio-demographic characteristics (i.e. gender, age and education) were
reported and if one or two of these characteristics were reported, the criterion was
considered to be partially fulfilled. The methodological literature also suggests that basic
statistical information about items, such as descriptive statistics of items and/or dimensions
and the correlation matrix between items or dimensions, should be provided (DeVellis, 2016;
Jackson, 2009).

Finally, an important empirical step of operationalization is exploration and confirmation
of the assumed measurement model (Thompson, 2004). Exploratory and confirmatory factor
analyzes are required for establishing a valid new or adapted scale (Hinkin, 1998; Yong and
Pearce, 2013). Factor analyzes themselves are not evidence of construct validity, yet they can

Table 2.
Criteria of reported
empirical validity

and reliability

Element of quality of measuring Coded criteria Empirical criteria/coding values

Construct validity Convergent validity Factorial weights:>0.4 or AVE:>0.5
Discriminant validity Low correlations between factors

or
ffiffiffiffiffiffiffiffiffiffi

AVE
p

greater than inter-
construct correlationsa

Criterion validity Correlation with criterion variable:>0.5

Reliability Internal consistency Cronbach’s alpha:>0.7 or CR:>0.6b

Notes: aOther relevant tests for discriminant validity were also taken into account for evaluation, if they
were reported. bIn case of partial fulfilled criteria, half point was assigned
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be understood as a technical precondition for establishing construct validity. We must
differentiate between exploratory factor analysis (EFA), which is used for the initial
exploration of a measurement instrument and confirmatory factor analysis (CFA), which
reports whether the proposed measurement model fits the data. In EFA, sampling adequacy,
measured by the Kaiser-Meyer-Olkin test and sphericity, measured by Bartlett’s test, are the
technical parameters that are usually reported. The value of the former should be above 0.5
and the statistical significance of the latter should be under 0.05 (Tabachnick and Fidell,
2014). CFA reports several goodness-of-fit statistics. We followed recommendations for
reporting multiple fit indices to ensure adequate model fit estimation (Jackson et al., 2009).
This includes the ratio of the chi-square value and associated degrees of freedom (x 2/df); at
least one incremental index, such as the comparative fit index (CFI), Tucker-Lewis index
(TLI), relative non-centrality index (RNI) or Bollen’s delta 2; and at least one residual-based
measure, such as the root mean square error of approximation (RMSEA), root mean residual
(RMR) or standardized root mean square residual (SRMR). For acceptable fit of the model to
the data, it is recommended that the value of x 2/df be 3 or lower, the values of the
incremental indices be above 0.9, and the values of the residual-based measures be below 0.1
(Child, 2006; Ramlall, 2016). The criterion is considered to be fulfilled if all three parameters
reach the threshold values, and it is considered to be partially fulfilled if only one or two of
the parameters reach these values. Note that these are quite loose thresholds that are not
unanimously accepted. However, we aimed to identify the threshold values that are common
in the relevant methodological studies.

The quality of reported validity and reliability, as a second category of criteria, pertains
to the empirical evidence regarding the measurement instrument that can be assessed
based on the statistical parameters reported by the study. These parameters provide
insights into the facets of validity and reliability that can be quantitatively evaluated
(Table 2).

The evidence for construct validity is partitioned into evidence regarding convergent,
discriminant and criterion validity. Convergent validity is usually computed on the basis of
factor weights (loadings). In general, higher weights indicate higher convergent validity
(DiStefano et al., 2009). The literature usually considers an absolute value of 0.4 for factorial
weights or an average variance extracted (AVE) coefficient of higher than 0.5 as critical for
convergent validity. Discriminant validity is usually assessed based on the square root of
AVE, which should be greater than inter-construct correlations or the correlations between
factors, which should be low (Hair et al., 2014) [6].

Criterion validity is another very important – if not the most important – dimension of
construct validity that describes the extent to which the measure correlates with an expected
outcome or a variable with which it is supposed to be highly correlated (Bollen, 1989;
Ferligoj et al., 1995). It is suggested that the correlation be above 0.5 (Fornell and Larcker,
1981). Although criterion validity is one of the strongest pieces of evidence for construct
validity, it is usually themost difficult to obtain.

Reliability is another important criterion for the quality of a measurement, and it is
usually estimated based on Cronbach’s alpha, which should be above 0.7 (Miller, 2009;
Nunnally and Bernstein, 1994) or the composite reliability coefficient, which should be above
0.6 (Allen and Yen, 2002). The criterion is considered to be fulfilled if one of the two
parameters reaches the threshold value. Social science methodologymay include other types
of reliability (such as test-retest reliability), but as they are not reported by existing studies
(likely because they require more complex, timely and expensive research designs), we did
not include them in the table with the criteria.
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All the above mentioned criteria can be objectively discerned from published papers. The
task of coding was completed by two reviewers, who are experts in social science
methodology. They independently read all the papers and extracted the necessary
information. In rare cases where the reviewers disagreed on the extracted information, they
deliberated until they reached a unanimous decision.

3. Results
3.1 Summary overview of studies
Table 3 shows the basic characteristics of the 19 studies included in the systematic review.
An investigation of the geographical characteristics of the studies shows that six studies
were conducted in Asia (Saudi Arabia, Malaysia and Oman), five were conducted in Africa
(Republic of South Africa and Nigeria), four in North America, two in Europe (Norway and
Sweden) and one in Australia. One study is international and was conducted in several
countries. All the studies were published after 2007, indicating that the field of measuring
and researching information security culture is still quite young, and the majority of the
studies were conducted in the past five years. The majority of studies that report the type of
organization examined public organizations (e.g. universities and ministries). Finally, there
was a large amount of variability of the sample sizes in the studies, ranging from as little as
22 to almost 2,500.

Table 4 provides an overview of the number of items, content of the sample items and
unit of analysis of the studies. There were some major differences in the nature of the items
between different scales. The items of some scales assume that employees have extensive
knowledge of organizational information security and are able to provide answers to
relatively difficult questions that pertain to the adherence of management to information
security policies (Masrek et al., 2018b; Mokwetli and Zuva, 2018) or assessment of the
effectiveness of awareness initiatives (Da Veiga and Eloff, 2010). The items in other scales
are straightforward and assess the frequency of activities that affect the information
security of an organization, such as sharing passwords and opening emails from unknown
senders (Parsons et al., 2014).

Moreover, the items in some scales may be suggestive, asking respondents to assess
statements that reveal desirable states, such as intention to protect information technology
resources, in an overly direct manner (Rocha Flores and Ekstedt, 2016). Several items that
pertain to adherence to information security policies simply ask respondents to assess their
adherence to such policies without testing the assumption that respondents know the
content of organizational security policies.

Other scales contain items with rather vague statements regarding the relationship
between the organization and individual employees, such as “my company makes
employees aware of its security policies and regulations” (D’Arcy and Greene, 2014).
Although this statement reflects an important element of information security culture, it
may be based on incorrect assumptions, and thus, may not produce valid answers.

Our overview of example items indicates that approaches to measure information
security culture vary significantly. Although face validity is a subjective assessment, some
itemsmay be very difficult for ordinary employees to answer and others may be prone to the
ecological fallacy (Ess and Sudweeks, 2001) or social desirability bias (Hays et al., 1989),
which are not uncommon in the early stages of developing metrics in a nascent research
field.

Our investigation also reveals that there are two ontologically different ways of
understanding the phenomenon of information security culture. As shown in Table 4,
one set of studies (11 studies) understands it as a higher-level construct comprising
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Name of
scale/studya

Authors/year
of publication Countryb Type of organization

Sample
size

Security culture Alharbi et al.
(2017)

Kingdom of
Saudi
Arabia
(KSA)

NA n = 625

Information
security culture
framework (ISCF)

Al Hogail
(2015)

Kingdom of
Saudi
Arabia
(KSA)

Financial government organization,
small to medium-sized enterprise and
multi-national corporation

n = 22–
52c

Information
security culture

AlKalbani
et al. (2015)

Oman Public organizations offering e-
government services

n = 294

Information
security culture

Alnatheer
et al. (2012)

Kingdom of
Saudi
Arabia
(KSA)

200 organizations in Saudi Arabia
(sample covers all regions, as well as
types and sizes of organizations)

n = 254

Security culture Brady (2011) USA Academic medical centers n = 76
Security culturea Chen et al.

(2015)
USA Four companies in Midwestern USA n = 100

Information
security culture

Choi (2019) South Korea Korean companies n = 305

Information
security culture
framework (ISCF)

Da Veiga and
Eloff (2010)

Republic of
South Africa
(RSA)

Audit and advisory assignments n = 1,085

Information
security culture
assessment (ISCA)

Da Veiga and
Martins
(2015a, 2015b)

Republic of
South Africa
(RSA)

International financial organization
(across 12 countries)

n= 1,571-
2,320c

(2006,
2008, 2010
and 2013)

Information
protection culture
assessment (IPCA)

Da Veiga and
Martins
(2015a, 2015b)

Republic of
South Africa
(RSA)

International financial organization
(across 12 countries)

n = 2,159,
2,320c

(2010 and
2013)

Security culture D’Arcy and
Greene (2014)

USA Various organizations throughout the
Mid-Atlantic region

n = 127

Organizational
security culture

Khan and
Alshare (2019)

USA Midwestern University n = 195

Security culture Knapp et al.
(2007)

Different
countries in
the world

Various companies from different
industries

n = 740

Collection security
culture

Maidabino
and Zainab
(2012)

Nigeria Four Nigerian university libraries n = 61

Information
security culture

Masrek et al.
(2018a, 2018b)

Malaysia Technology department of Malaysian
federal ministries

n = 292

ICT security
culture

Mokwetli and
Zuva (2018)

Republic of
South Africa
(RSA)

Small, medium and micro enterprises
(SMME) in Gauteng

n = 647

Organizational
security culture
scale

Nævestad
et al. (2018)

Norway NA n = 323,
446c

(2014 and
2016)

(continued )

Table 3.
Basic information of
the selected studies
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several dimensions. In this case, information security culture is not measured directly,
but via a set of dimensions that pertain to different parts of information security
culture. In such cases, each dimension is represented by a set of measurement items. In
contrast, the other set of eight studies measures information security culture directly
via a set of measurement items. In other words, these eight studies do not consider
dimensions of information security culture, but measure it as a unidimensional concept.
The evaluation framework is the same; the only difference is that the “dimensions”
column in Table 4 is empty for these studies.

3.2 Evaluation results
We presented the results regarding the rigor of operationalization and reported empirical
evidence for the quality of measurement separately. In addition, we divided the studies into
two sub-groups for evaluation according to whether they measure information security
culture as a multidimensional construct or unidimensional concept. Note that when
measuring information security as a unidimensional concept, the total number of
operationalization criteria is 11 instead of 12 because the criterion “presence of definitions of
dimensions” is irrelevant in these cases.

Figure 2 reports the results of the evaluation of evidence for the rigor of
operationalization and demonstrates that none of the studies fulfill all 12 criteria. Also, no
individual criterion is fulfilled by all 19 studies. Only three studies do not provide an
essential definition of the concept, which is a crucial starting point for operationalization and
a baseline for determining face and content validity. The majority of studies report the
source of items, while five do not. Approximately half of the studies report conducting
expert review and pilot testing. Only four studies comprehensively report the conceptual
background of the scale and conduct both expert review and pilot testing.

The documentation regarding other criteria of the rigor of operationalization, such as the
presence of sample characteristics, basic descriptive statistics and a correlation matrix, is
quite limited. Also, data on the suitability of EFA and the fit of the measurement model in
CFA are scarce. For instance, model fit parameters are reported by only seven studies, and
of those, three do not report all fit parameters, as suggested by the literature.

The scale of information security culture developed by Alnatheer et al. (2012)
obtained the highest score for the rigor of operationalization of information security
culture as a multidimensional construct, followed by the information security
culture scale (Masrek et al., 2018b) and the information security culture assessment
(ISCA) (Da Veiga and Martins, 2015a). The common feature of these studies is that they

Name of
scale/studya

Authors/year
of publication Countryb Type of organization

Sample
size

Organizational
information
security culture

Parsons et al.
(2014)

Australia NA n = 500

Information
security culture

Rocha Flores
and Ekstedt
(2016)

Sweden NA n = 1,583

Notes: aWhere the scales are not explicitly named, the name of the study is provided. bThe country refers
to the location where the study was conducted. cSample size data refers to different organizations or
measurements at different time periods. Not available (NA) Table 3.
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Name of
scale/study Dimensions

Total
no. of
items Example of item Unit of analysis

Security
culture
(Knapp et al.,
2007)a

6 “A culture exists that
promotes food security
practices”

Constituent

ISCF
(Da Veiga and
Eloff, 2010)

Leadership and
governance, security
management and
operations, security
policies, security
program management,
user security
management, technology
protection and
operations, change

85 “I believe it is necessary
to protect information to
achieve the business
strategy” (leadership and
governance)

Employee

Security
culture
(Brady, 2011)a

10 NA Health care
professionals

Information
security
culture
(Alnatheer
et al., 2012)

Top management
(involvement),
information security
policy, information
security training,
information security
awareness, information
security ownerships

19 “I am aware of my
information security
roles and
responsibilities”
(information security
awareness)

Employee

Collection
security
culture
(Maidabino
and Zainab,
2012)

Aware of accidents,
perceptions, values and
attitudes toward
collection protection,
awareness of obstacles

42 “Staff knows their
individual library
security responsibility”
(perceptions, value and
attitudes)

Employee

Security
culture
(D’Arcy and
Greene, 2014)

Top management
commitment, security
communication,
computer monitoring

12 “I believe that my
organization reviews
logs of employees’
computing activities on
a regular basis”
(computer monitoring)

Computer-using
professionals (without
background in
information security)

ISCF
(Al Hogail,
2015)

Strategy, technology,
people, organization,
environment

72 “The elements of
information security
strategies clearly state
what is expected from
me” (strategy)

Employee

Information
security
culture
(AlKalbani
et al., 2015)

Management
commitment,
accountability,
information security
awareness

17 NA Employee

Security
culture

Security policy, security
education, training and

17 “The overall
environment in my

Employee

(continued )

Table 4.
Overview of scales
and examples of
items
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Name of
scale/study Dimensions

Total
no. of
items Example of item Unit of analysis

(Chen et al.,
2015)a

awareness (SETA)
programs, security
monitoring, security
culture

organization fosters
security-minded
thinking in all our
actions” (security culture)

ISCA
(Da Veiga and
Martins, 2015a)

Information asset
management,
information security
policies, change
management, trust,
information security
management,
information security
program, user
management,
information security
leadership, training and
awareness

45 “I believe I am
responsible for the
protection of company’s
information assets (e.g.
information and
computer resources)”
(user management)

Employee

IPCA
(Da Veiga and
Martins,
2015b)

Information security
commitment,
management buy-in,
information security
necessity and
importance, information
security policy
effectiveness,
information security
accountability,
information usage
perception

55 “I believe the
information security
awareness initiatives are
effective” (information
security commitment)

Employee

Organizational
information
security
culture
(Parsons et al.,
2014)a

NA NA Employee (using a
computer or portable
device at their work;
organization with a
formulated information
security policy)

Information
security
culture
(Rocha Flores
and Ekstedt,
2016)a

7 “My colleagues would
warn me if they saw me
taking risks”
(information security
culture)

Employee

Security
culture
(Alharbi et al.,
2017)a

2 The government
considers information
security an important
priority

Citizen

Information
security
culture

Management support,
policy and procedure,
compliance, awareness,
budget, technology

48 NA IT employee

(continued ) Table 4.
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provide a conceptual background for the development of items and report descriptive
statistics and inter-item or factor correlations. Among the scales that measure
information security culture as a unidimensional concept, the highest score was obtained
by the security culture scale developed by Chen et al. (2015). They provide a definition of
the concept, clearly document the process of producing items and provide sample
characteristics and correlation statistics.

Name of
scale/study Dimensions

Total
no. of
items Example of item Unit of analysis

(Masrek et al.,
2018b)
ICT security
culture
(Mokwetli and
Zuva, 2018)

Information security
commitment,
information security
importance, information
security policy
effectiveness,
information security
directives, information
security monitoring
compliance, information
security consequences,
information security
responsibility,
information security
training, information
security budget practice,
information security
investment, information
technology capability,
information technology
compatibility

21 NA Business
owners/ managers and
their direct level
reporting structures
within the SMMEs
environment

Organizational
security
culture scale
(Nævestad
et al., 2018)

Management
commitment, employees’
attitudes, reporting
culture and reactions to
incident reporting, safety
training and education,
general information
security issues

25 Everyone is informed of
any changes that may
impact information
security (safety training
and education)

Employee

Information
security
culture
(Choi, 2019)a

7 NA Employee

Organizational
security
culture
(Khan and
Alshare, 2019)a

2 Information security is a
key norm shared by the
members in our
organization

Employee

Notes: aSecurity culture is measured as one-dimensional concept. Not available (NA)Table 4.
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The results of the examination of empirical evidence for the validity and reliability of the
studied scales are presented in Figure 3. Similar to above, none of the studies fulfill all the
statistical criteria and none of the criteria are fulfilled by all 19 studies. Reliability is a
commonly reported criterion of measurement quality; 14 of 18 scales fulfill the empirical
condition as internal consistency and composite reliability are higher than 0.7 and 0.6,
respectively. This criterion is only partially met by ICT security culture scale (Mokwetli and
Zuva, 2018), the information security culture framework scale (Al Hogail, 2015) and the
ISCA scale (Da Veiga and Martins, 2015a). The security culture scale developed by Alharbi
et al. (2017) does not meet the thresholds. Furthermore, six studies do not mention or test any

Figure 2.
Evaluation of rigor of

operationalization

Essential 

definition

of the 

concept

Definition of

the 

components

of the concept

Source of

items

Expert 

review

Pilot test 

of items

Sample 

size

Response 

rate

Sample 

characteristics

Descriptive 

statisticsof

the items or

factors

Correlations

between

factors/items EFA CFA

Total 

fulfilled

criteria

% fulfilled

criteria

Information security culture

(Alnatheer et al., 2012)
11 91.7

Information security culture

(Masrek et al., 2018b)2
9 75.0

ISCA2

(Da Veiga and Martins, 2015a)
8 66.7

ISCF 

(Da Veiga and Eloff, 2010)
7.5 62.5

Organisational security culture scale 

(Nævestad et al., 2018)
7 58.3

ISCF

(Al Hogail, 2015)
7 58.3

IPCA2

(Da Veiga and Martins, 2015b)
? 5.5 45.8

Security culture 

(D’Arcy and Greene, 2014)
5.5 45.8

Information security culture

(AlKalbani et al., 2015)
5 41.7

ICT security culture 

(Mokwetli and Zuva, 2018)
4.5 37.5

Collection security culture 

(Maidabino and Zainab, 2012)
4.5 37.5

Security culture 

(Chen et al., 2015)1
8 72.7

Information security culture

(Rocha Flores and Ekstedt, 2016)1
7.5 68.2

Organisational information security

culture

(Parsons et al., 2014)1,2
6.5 59.1

Organisational security culture

(Khan and Alshare, 2019)1 5 45.5

Security culture 

(Alharbi et al., 2017)1
5 45.5

Security culture 

(Knapp et al., 2007)1
5 45.5

Information security culture

(Choi, 2019)1
4 36.4

Security culture 

(Brady, 2011)1
3 27.3

Notes: 1 Security culture is measured as (an independent) unidimensional concept;
2 Information from several articles is collected into one evaluation (IPCA: Da Veiga and

Martins, 2015b; Da Veiga, 2016 and Da Veiga, 2018; Information security culture: Masrek

et al., 2018a and Masrek et al., 2018b; ISCA: Da Veiga and Martins, 2015a and Martins and

Da Veiga, 2015; Organisational information security culture: Parsons et al., 2014 and Parsons

et al., 2015)

Legend:

●: the criterion is fulfilled

   : the criterion is partially fulfilled

?: limited evidence because of no numerical data and only an interpretation 

Empty cell: data is not available
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Figure 3.
Evaluation of
reported validity and
reliability

Convergent 

validity

Discriminant 

validity

Criterion

validity Reliability

Total 

fulfilled

criteria

% fulfilled

criteria

Information security culture

(Masrek et al., 2018b)3 ● ● ● 3 75.0

Information security culture

(AlKalbani et al., 2015) ● ● ● 3 75.0

Security culture

(D’Arcy and Greene, 2014) ● ● ● 3 75.0

Information security culture

(Alnatheer et al., 2012) ● ● ● 3 75.0

Organisational security culture scale

(Nævestad et al., 2018) ● ● 2 50.0

IPCA

(Da Veiga and Martins, 2015b)3 ● 1 25.0

Collection security culture

(Maidabino and Zainab, 2012) ● 1 25.0

ISCF

(Da Veiga and Eloff, 2010) ● 1 25.0

ICT security culture

(Mokwetli and Zuva, 2018)
0.5 12.5

ISCF

(Al Hogail, 2015)
0.5 12.5

ISCA

(Da Veiga and Martins, 2015a)3 ○ 0.5 12.5

Organisational security culture

(Khan and Alshare, 2019)2 ● ● ● 3 75.0

Information security culture

(Rocha Flores and Ekstedt, 2016)2 ● ● ● 3 75.0

Security culture

(Chen et al., 2015)2 ● ● ● 3 75.0

Security culture

(Knapp et al., 2007)2 ● ● ● 3 75.0

Information security culture

(Choi, 2019)2 ● ● 2 50.0

Security culture

(Alharbi et al., 2017)2 ● ● ○ 2 50.0

Organisational information security culture

(Parsons et al., 2014)2,3 ● 1 25.0

Security culture

(Brady, 2011)2 ○ ● 1 25.0

Notes: 1In the case of a partially fulfilled criterion, half of the point was

taken into account in the total score; 2Security culture is measured as

(an independent) unidimensional concept; 3Information about characteristics

of the same scale is collected from several articles (Information security

culture: Masrek et al., 2018a and Masrek et al., 2018b; ISCA: Da Veiga and

Martins, 2015a and Martins and Da Veiga, 2015; IPCA: Da Veiga and

Martins, 2015b; Da Veiga, 2016 and Da Veiga, 2018; Organisational

information security culture: Parsons et al., 2014 and Parsons et al., 2015)

Legend:

●: the criterion is fulfilled

○: the criterion is not fulfilled because it does not reach threshold values

   : the criterion is partially fulfilled 

Empty cell: information is not available
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aspect of construct validity and criterion validity (concurrent or predictive) is absent from
all the studies. Two scales do not meet the thresholds for convergent and discriminant
validity.

Four scales fulfil three out of four criteria for reported quality of measurement when
information security culture is considered a multidimensional construct (Masrek et al.,
2018a, 2018b; AlKalbani et al., 2015; D’Arcy and Greene, 2014; Alnatheer et al., 2012).
Regarding the scales that measure information security culture as a unidimensional concept,
four studies – including the oldest in this analysis – received identical evaluation scores
(Khan and Alshare, 2019; Rocha Flores and Ekstedt, 2016; Chen et al., 2015; Knapp et al.,
2007).

3.3 Associations of evaluation scores with type of scale, year of publication and journal
impact
In this section, we provide an aggregated perspective on the studies that measure
information security culture and investigate whether the rigor of operationalization and
reported validity and reliability of measurement instruments are associated with the type of
scale, year of publication and journal impact. Table 5 reports the percentages of criteria that
are fulfilled by each category of articles.

Studies that measure information security culture with a multidimensional scale
fulfill, on average, 56.1% of the operationalization criteria, while studies that measure
information security culture as a unidimensional concept fulfill 45.8% of these criteria.
The empirical evidence for the validity and reliability of multidimensional scales is not
as strong, fulfilling 42.0% of criteria, compared to studies with a unidimensional
construct, which fulfilled 56.3% of criteria.

The results show that the reported validity and reliability somewhat improve with the
recency of studies, but this is not the case for the rigor of operationalization. In general,
evidence for the rigor of operationalization seems to be stronger than that for empirical
reliability and validity. Regarding the rigor of operationalization, the highest score was

Table 5.
Associations

between evaluation
scores and type of

scale, year of
publication and
impact factor of

journal

No. of
studies

% fulfilled criteria
(operationalization)

% fulfilled criteria
(validity and reliability)

Type of scale
Information security culture as a
multidimensional scale

11 56.1 42.0

Information security culture as a
unidimensional scale

8 45.8 56.3

Year of publication
up to 2013 5 52.6 45.0
2014–2015 7 55.5 42.9
2016–2017 2 56.8 62.5
2018–2019 5 50.9 52.5

Impact factor of journal
N.A 5 51.7 47.5
<0.5 7 49.4 57.1
0.5< IF< 1.0 4 61.7 27.5
1.0< IF< 2.0 2 56.5 31.3
IF> 2.0 1 68.2 75.0
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obtained by studies from 2016–2017 (56.8%). Interestingly, studies that were published
before 2014 fulfill, on average, 52.6% of the criteria, while studies that were published in the
past two years fulfilled 50.9% of the criteria. Regarding reported reliability and validity, the
highest score was obtained by studies from 2016–2017 (62.5%), while the lowest score was
obtained by studies from 2014–2015 (42.9%).

The association between journal impact and evidence for validation of the scale
seems to be stronger. For studies published in journals with the highest impact factor,
an average of 68.2% of the rigor of operationalization criteria and 75.0% of the validity
and reliability criteria were fulfilled. In contrast, for studies published in journals with
the lowest impact factor, the evaluated scales fulfilled only 49.4% of the rigor of
operationalization criteria and 57.1% of the validity and reliability criteria.
Interestingly, the evidence for validity and reliability in studies from journals with
lower impact factors is better than the evidence in studies from journals with an impact
factor of 0.5–2. In publications without an impact factor (mostly papers published as
part of conference proceedings), 51.7% of the rigor of operationalization criteria and
47.5% of the validity and reliability criteria were fulfilled.

4. Discussion
The main aims of our research were to identify the studies that propose survey-based scales
of information security culture, to provide an overview of these studies and to examine the
reported evidence regarding the rigor of operationalization and the quality of the scales’
measurement in terms of empirical support for validity and reliability. During the selection
process, we discovered 11 studies that measure information security culture as a
multidimensional construct and 8 studies that measure it as a unidimensional concept. The
results of our systematic review show that the evidence for validation of the scales is
somewhat limited. Validity is one of the most important aspects of a high-quality
measurement instrument, and providing an essential definition is a necessary, but by no
means sufficient, condition of validity. The majority of scales provide definitions of the
concept/construct, which is immensely important for further development of the scales and
the research field in general. Moreover, most of the studies provide an underlying logic for the
development of items, which allows other researchers to make subjective assessments of the
face and content validity of the proposed scales. In contrast, the reported statistical tests of
the scales are rather limited for various factor-analytical procedures, and empirical insights
into validity are more rare or even completely absent in the case of criterion validity.

4.1 A need for predictive validity
The field of research and measurement of information security culture is relatively young;
thus, it is expected that studies are not (yet) investigating criterion validity because theory
does not offer much background for expected correlations. Nevertheless, this type of validity
is one of the most important to empirically prove that the proposed scale is measuring what
it is supposed to (Carmines and Zeller, 1979; DeVellis, 2016). This is even more important
when the outcomes of measurements are taken as a baseline for decision-making. The need
to establish criterion validity is particularly important in light of the (rather subjective)
observation that face and content validity may be problematic in cases with several scales.
As suggested in Section 3 of this paper, some items seem to explicitly relate to desirable
states and may invite social desirability bias. For example, in one study, the item “The
information security policy is understandable by all employees irrespective of their ranks”
received a mean agreement of 4.7 (on a scale of 1 to 5), and the average of all other items was
higher than 4.3. This may indicate an excellent information security culture, but the validity
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of such a result may be questionable. If the majority of employees understand and comply
with information security policies, then the human factor would not be such a critical issue
in many contemporary organizations (Tsohou et al., 2015). Thus, it is crucial to provide
evidence that responses to items on the information security culture scale correlate with
employee actual behavior. In other words, if the measures of information security culture
indicate a strong information security culture, then the employees should be very unlikely to
be the cause of security incidents. If such a correlation is absent, then the items are likely
subject to social desirability bias or another type of bias. As surveys are often conducted in
organizational contexts, respondents may feel that they are being observed, and thus,
provide responses that are more in line with expectations than with reality. Thus, the most
problematic aspect of seminal information security scales is their sensitivity to social
desirability bias (Lebek et al., 2014).

Empirical tests based on factor analysis and other statistical methods that provide
insights into reliability and convergent and discriminant validity are unable to solve this
issue. Moreover, although these tests can provide evidence of high empirical validity and
reliability, such results can be subject to different biases, and thus, be invalid. Further
studies should, therefore, aim to demonstrate whether information security culture is indeed
correlated with behavioral or organizational outcomes in terms of information security and
organizational security.

4.2 Information security culture as an umbrella concept
One of the unintended consequences of our research is our demonstration of the complexity and
inclusivity of the concept of information security culture. The majority of the analyzed scales
are multidimensional, suggesting that the concept of information security culture is comprising
several (from 3 to more than 10) dimensions that pertain to various aspects of information
security culture in organizations. The lack of documentation and satisfaction of convergent and
discriminant validity, however, suggests that researchers need to invest more energy into
defining essential dimensions of information security culture, making a clearer distinction
between them, and establishing theoretical relations between them. The studies that were
identified in this systematic review base their conceptual apparatus on various theoretical
backgrounds, and because this is a relatively young field of study, it is not surprising that the
concept of information security culture has not yet been adopted by all researchers focusing on
the human factor. To further establish and recognize the importance of researching the human
factor in information security, developing a common concept is necessary. Information security
culture offers a valid baseline, but higher agreement on the definition of this concept is needed.
Such a common conceptual background is important to develop and optimize valid items, not
only for survey-based measurements of information security culture but also for measurement
based on automated data collection procedures.

4.3 Practical implications
The results of our systematic review have several practical implications for the
empirical research on information security culture and for organizations aiming to
assess and measure the strength of the “human firewall.” We have identified several
scales with comprehensive documentation and good measurement characteristics, but
some important aspects of validity and reliability have not yet been established.
Consequently, it is not advisable for researchers and practitioners to simply replicate
these scales, as it is not yet clear, which scales correlate with the actual security of
organizations. This raises a question: how should a researcher decide, which scale to
use? First, we suggest that studies should build upon a synthesis of existing scales,
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particularly those that demonstrate strong evidence of validation. At the same time,
this research field is relatively young, which means that additional efforts must be
made in the pre-testing phase. This pre-testing should not only include a pilot study of
the proposed instrument but also the application of a mixed-method design, in which
qualitative insight into the meanings respondents ascribe to certain items is essential.
Ideally, a scale should be tested with a multi-trait, multi-method approach (Saris, 1995),
which is time- and cost-intensive but provides the most comprehensive empirical
insights into different facets of validity and reliability.

Scales of information security culture often have numerous measurement items, which
can be a drawback because a larger number of items impose a burden on respondents and
can lead to lower response rates (Callegaro et al., 2015; Rubin, 2004). Therefore, it is
important for researchers to consider two implications. First, the pre-testing phase should
aim to reduce the number of items per dimension to an essential minimum (at least three
items per dimension allows for an advanced statistical test of different types of validity
and reliability). Second, not all dimensions of information security culture may be
relevant for specific types of industries or organizations, and thus, the measurement
phase could be limited to certain dimensions. Moreover, in such cases, it might be
advisable for researchers to apply unidimensional scales of information security culture.
Although these scales are in the minority, our study demonstrated that their quality is
similar to that of multidimensional scales.

Our study has some direct and indirect implications for organizations that aim to
measure information security culture among their employees. First, an overview of the
scales showed that some, especially multidimensional scales of information security culture,
tend to include many aspects of “the human factor” in organizational information security.
This means that organizations can measure not only the knowledge and behaviors of
employees regarding security but also their values, beliefs and attitudes toward security.
With this information, organizations can enhance their security awareness programs, which
usually address only employees’ knowledge, with a broader and more tailored curriculum.
If, for example, regular measurements detect that attitudes toward security are becoming
more negative while knowledge of security remains the same, organizations can take this as
a clear message that the information security culture program should primarily address the
mechanisms for improving attitudes toward security. For this purpose, multidimensional
scales of information security culture are especially relevant, as they allow for detailed
insight into organizational security culture (under the condition that they are valid and
reliable). The drawback, however, is that these scales usually contain a large number of
items and impose more burden on employees. Organizations thus, need to find a good
balance between an informative number of items and the cost of conducting surveys. The
testing phase is of utmost importance to determine the parsimonious number of items, and
thus, minimize employee burden without impacting the quality of measuring.

This sort of balancing also applies to questions about how often the information security
culture should be measured within organizations. The metrics obtained by a single measure
are informative for decision-makers in the organization, but the highest value comes from
repeating the measures with certain time intervals. Changes and trends in information
security culture (especially in its dimensions) provide important metrics for tailoring
information security culture programs and monitoring the impact of security programs.
However, regular solicitation of surveys and recruiting of employees requires careful
implementation and an understanding of costs. Solicitation should be done in such a way
that employees do not feel that their answers will have any sort of impact on their status in
the organization. If this condition is not met, the answers will likely be subject to social
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desirability bias. Therefore, it is advisable to pre-test items for social desirability bias by
correlating themwith the social desirability scale (Hays et al., 1989).

An important indirect implication of our study is that the scales of information security
culture seem to be relevant for the majority of industries. As the unit of analysis is typically an
“ordinary” employee, the content of items seems independent of the industry, and thus, is
applicable to any kind of organization. However, this means that all employees in the
organization need to be solicited for the survey instrument, not only a sample of them. This is
an issue of implementation that requires a balance to be found between the burden on the
employees and on the organization. However, the results can provide crucial information for
decision-makers to take adequate action. For example, an inter-unit analysis might reveal the
emergence of specific security sub-cultures, which could pose great risks to organizational
security (Da Veiga andMartins, 2017).

4.4 Limitations
Our systematic review is subject to certain limitations, which warrant further research.
First, as explained above, our search strategy was limited to a set of terms that, in our
opinion, returned a comprehensive set of studies that measure information security culture.
However, it is possible that there are studies that measure information security culture but
do not use this term or related wording in the title or abstract of the study. Second, the reader
should be aware that the low evaluation scores of some scales do not necessarily imply that
such scales are of low quality. This may be a consequence of the fact that some authors do
not report some psychometric characteristics of the scales or other elements of the
operationalization process. Our evaluation gave a score of 0 both when a criterion is not
fulfilled and when there was no reported data that could be used to check the fulfillment of
the criterion. This was especially common for convergent and discriminant validity, as
authors rarely report the results that would allow for the evaluation of these two validities.
Third, our evaluation was limited to elements related to the rigor of validation, which can be
quantified and objectively coded. We did not inspect an important perspective of validation
that pertains to the (theoretical) issues of internal and external validity. In our evaluation, we
followed the suggested methodological standards, which instruct authors to supply
publications of new or adapted scales with all the necessary information. However, these
standards were developed to fit any kind of measurement scale in the social sciences, from
those used in organizational studies to those used in psychology and health studies. In the
field of information security culture, there is currently no consensus on the “gold standards”
of measurements, specific to this field. In the future, we should, however, strive for the
development of such a common framework that would, for instance, dedicate special
attention to testing of the social desirability effect during the validation of scales. This issue
seems to be among the critical ones in the field of measuring information security culture
(Lebek et al., 2014). Finally, the methodological guidelines regarding threshold values and
some of the statistical parameters are not universally accepted. Consequently, the values are
always somewhat arbitrary, although we tried to use a common denominator among
different studies.

5. Conclusion
By answering the first research question, we managed to identify 19 studies that introduce a
measure of information security culture, either as a multidimensional scale (11 studies) or a
unidimensional one (8 studies). Analysis of the second research question reveals that the
majority of scales achieve modest rigor of operationalization and none of the studies fulfills
all the criteria of our evaluation framework. Similarly, the analysis of the third research
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question shows that the reported validities and reliabilities of the identified scales are
somewhat modest. Especially problematic seems to be the absence of testing and reporting
the criterion validity.

The measurement of information security culture thus, still has room for improvement,
as none of the studies fulfilled all the methodological criteria used in this systematic review.
Moreover, several studies do not report some essential elements of the operationalization
process that would enable replicability. The lack of convincing evidence for validation of
information security culture scales is not surprising because the field is relatively young and
interest in the concept of information security culture has significantly increased only in the
past few years after scholars realized that the concept of information security awareness
was too narrow to address the complexity of the human factor in information security
(Metalidou et al., 2014). However, it is necessary for optimization and testing of scales in
various organizational contexts to continue because the research field needs to reach at least
some agreement on the basic set of scales to address information security culture and
guarantee comparison among studies, organizations and various other contexts. Some
degree of consolidation of the field, the scales used and the standards for measurement in the
field are urgently needed. In addition, organizations need valid scales to assess the true state
of their information security culture and act accordingly. This study represents a step in
these directions.

Notes

1. Social science methodology often uses the term “scale” to refer to a measurement instrument,
which is a collection of items that are (on an analytical level) combined into a composite score and
intended to assess latent concepts that are not readily observable by direct means (DeVellis,
2016).

2. The term “cybersecurity culture” was included in the search because some authors relate it to
organizational security culture, although cybersecurity culture is usually understood as a
broader concept.

3. Students and employees have free access to the database of scientific literature because of their
relationship to the University of Ljubljana. “Open access” refers to online research results that
are freely available in different databases without copyright or licensing restrictions.

4. Note that in four cases (Da Veiga and Martins, 2015a, 2015b; Masrek et al., 2018b; Parsons et al.,
2014), we decided to aggregate the information about the same measurement instrument from
multiple studies into one evaluation. This was done in cases where more than one study by the
same author (s) reports measurement characteristics for identical samples. For example,
information about Da Veiga’s instruments regarding information security culture was reported in
several articles that rely on the same data. In such cases, information about a measurement
instrument was not exhaustively documented in a particular article; rather, different aspects were
presented in various articles. Because those scales were tested using the same data (same sample
size and demographic data), we decided to summarize the criteria into one evaluation.

5. Here, we limit our analysis to aspects that are quantified and can be objectively coded, such as
model fit parameters and we do not code the quality of qualitative information, such as the
quality of definitions.

6. In cases that use a multidimensional concept of information security culture, we estimate
factorial weights, model fit and convergent and criterion validity for the entire instrument. For
cases that use a unidimensional concept, we consider the statistics reported for only that
dimension (if applicable).
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