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Abstract
Purpose – Blockchain is expected to impact reporting and auditing processes. Indeed, the increasing use of
blockchain could affect the nature and extent of information available to auditors and how audits are
performed. This paper aims to investigate how auditors are assessing the relevance of the current auditing
standards in light of the emergent use of blockchain technology.
Design/methodology/approach – Based on qualitative content analysis, this paper analyzed semi-
structured interviews with auditors to understand their shared perception of how the current auditing
standards address blockchain’s emergence.
Findings – The findings reveal a growing demand for information technology (IT) auditing standards, as
well as a mismatch in timing between the quickly changing IT environment and the regulators’ slowness in
releasing new standards or updating standards.
Research limitations/implications – The findings reflect the external auditors’ points of view and
cannot be generalized to all countries, but future studies should address the development of specific IT-related
auditing standards to better fit the fast-evolving technology environment in ways that consider the other
stakeholders’ points of view, including those of the standard setters.
Practical implications – The results of this study show that auditors consider the current auditing
standards for IT to be too vague, and they need more guidance on both auditing blockchain and using
technologies as audit tools.
Originality/value – The original contribution of this study lies in the in-depth understanding it provides of the
adequacy of the current auditing standards to audit companies using blockchain, which is an under-researched topic.
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1. Introduction
Since its inception in 2008 with Bitcoin, blockchain technology has first been extended to
cryptocurrencies and then to pilot projects for financial applications and more recently to
business applications (Stratopoulos et al., 2020) such as health care, supply chain
management, market monitoring, smart energy and copyright protection (Xu et al., 2019).
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Blockchain has been described as both a disruptive and a foundational technology with the
potential to impact business and society in ways not seen since the internet’s introduction
(Sheldon, 2019; Tapscott and Tapscott, 2016a, 2016b; Casey and Vigna, 2018; Iansiti and
Lakhani, 2017). Foundational technologies usually need time to seep into the economic and
social infrastructure. For example, it took more than 30 years for the internet to go from
single localized use to reshaping the whole economy. Therefore, some specialists think that
blockchain mass adoption might take several years or even decades (Iansiti and Lakhani,
2017; Behlendorf, 2016). However, the diverse ongoing blockchain projects have started to
demonstrate this new technology’s potentials, notably a possible transformation of
intermediary activities, such as audit and control activities (Schatsky and Muraskin, 2015;
Swan, 2015; Atzori, 2017). Indeed, blockchain’s key characteristics – transparency,
traceability and decentralization – combined with the possibility of embedding rules and
procedures into the technology itself (smart contracts) can significantly change how audits
and other control activities are performed.

The goal of our first research project was to understand external auditors’ level of
knowledge about blockchain technology and assess the impacts they anticipate the
technology could have on their profession. As such, we set up a qualitative study based on
semi-structured interviews with financial and information systems (IS) auditors working in
Switzerland in Certified Public Accounting (CPA) firms of different sizes. Unexpectedly,
most of the auditors questioned the relevance of the current auditing standards in the face of
new technologies, including blockchain. This finding triggered a new research question:
how do current auditing standards fit the emergent use of blockchain?

We analyzed the interviews to identify and understand the external auditors’ perceptions on
how the current auditing standards address blockchain. We also examined the interviewees’
thoughts on data analytics, which several of them mentioned in their responses, in association
with blockchain, as a “new technology” expected to impact their audit practice. Finally, we
looked at how the current standards, from the interviewees’ point of view, address – or fail to
address – auditors’ evolving need to integrate such technologies into their audits.

According to the results of our study, which presents the points of view of external
auditors, most of the interviewees believe that standards on information technology (IT) are
too vague to face the increasing complexity of the IS environment. Their answers reveal
their uncertainties about how to audit a blockchain network, how to audit data stored within
a blockchain and how to use data analytics to support their work. They shared with us their
need for more IT standards, including specific standards on blockchain and data analytics,
for two main reasons, namely, to maintain audit quality and to ensure proper compliance
with their regulatory environment. Our findings also highlight the external auditors’
concern regarding the contrast between the fast-evolving IT environment, which impacts
their daily work, and the slowness of the standards setters in updating or issuing auditing
standards. According to our interviewees, this difference of timing creates situations that
may jeopardize audit quality, audit efficiency and audit effectiveness.

The paper is organized as follows. In Section 2, we review the existing literature related
to blockchain and data analytics, auditing practices and the related auditing standards. In
Section 3, we describe the research methodology. In Section 4, we present and discuss the
results. This is followed by Section 5, in which we conclude our paper by presenting current
and future work.

2. Literature review
A blockchain is a cryptographic database of peer-to-peer transactions that is maintained by
a network of computers called nodes (Alexander, 2019; Orcutt, 2019). Transactions are
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verified, validated and added to the chain based on a blockchain protocol, which uses
cryptography, game theory and economics to encourage the nodes to properly secure the
network. Once verified and validated according to the protocol, transactions are grouped
together into a block that it timestamped (Orcutt, 2019) and chronologically added to the
chain of previous blocks. The most up-to-date version of the database or the chain of blocks
(hence, the name “blockchain”) is accessible by all blockchain participants. Figure 1 below
depicts blockchain’s functioning.

Moreover, as rules and procedures can be embedded into the blockchain at the
transaction level, this technology can contribute to standardizing process activities and help
businesses to design applications and conduct transactions that are simultaneously self-
executing and autonomous (DuPont and Maurer, 2015). The three principles characterizing
blockchain technology – transparency, data security and decentralization – can contribute to
redefining the foundational patterns of business applications (Schatsky andMuraskin, 2015;
Swan, 2015; Mahajan et al., 2018). The trusted third parties and the intermediary activities in
several sectors – such as finance, art, health and literacy (Swan, 2015) – as well as corporate
audits and accounting (Schatsky and Muraskin, 2015; Tysiac, 2017; Smith, 2018; Tysiac and
Drew, 2018), could even become useless and be replaced by blockchain-based distributed
trust.

In today’s business ecosystem, financial auditors are trusted professionals who
guarantee the existence of transactions; attest to their evidence, accuracy and completeness;
and present related information in financial statements (Hayes et al., 2014). To fulfill these
objectives, auditors:

– Need a good understanding of their client’s business, including its nature, environment,
internal controls and IS – such as blockchain, if in use – related to business processes and
financial reporting (ISA 315; AS 2110).

Figure 1.
Blockchain operating

process
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– Use different types of audit tools, including new technologies such as data analytics.
According to Cao et al. (2015), “data analytics can be defined as the process of inspecting,
cleaning, transforming and modeling Big Data to discover and communicate useful
information and patterns, suggest conclusions and support decision-making;”with Big Data
being large and unstructured data sets produced by people, transactions and machines
(Bender, 2017). In the context of auditing, data analytics would allow auditors to test 100%
of their clients’ transactions, and therefore, get a deeper insight into their processes and
identify not only errors but also anomalies in the data patterns, which would increase audit
quality (Liddy, 2014; Earley, 2015; Murphy and Tysiac, 2015).

– Must conform to auditing standards while performing their work. Those standards
serve as effective measures of performance quality and must provide clear, concise and
definitive imperatives for auditors to follow (Carmichael, 2014).

The development of new rules and standards by the various professional and regulatory
bodies is intended to improve audit quality but it simultaneously increases not only the
complexity of audits but also the costs of both control and reporting activities for
companies. As reported by Protiviti (2018) the average annual compliance costs with the
Sarbanes–Oxley Law (SOX) have increased over the past few years and are expected to
continue to grow in the future. Indeed, many organizations are spending more hours
complying with SOX compared to prior years because they are becoming subject to more
frequent, significant and fast-moving changes, such as changing organizational structures
because of digital transformation, which calls for changes in SOX compliance practices and
greater demands from external auditors (Protiviti, 2018).

In this context, blockchain – which allows entities to make digital interactions and to
record any transactions, assets or documents in a way that is transparent, secure, auditable,
efficient and highly resistant to interruptions (Schatsky andMuraskin, 2015) – is expected to
facilitate access to data, which would ease the completion of financial audits and reduce both
the manual work needed (Drane, 2016; CPA and AICPA, 2017) and the auditing and
compliance costs (Schatsky and Muraskin, 2015; Spoke, 2015; CPA and AICPA, 2017;
Desplebin et al., 2019). Direct access could even be granted to auditors and regulators
(Roberts, 2017), which would enable real-time auditing (MacManus, 2017; Schmitz and
Leoni, 2019).

However, even though blockchain offers many features, several impediments exist to its
wide adoption. First, several technical challenges need to be addressed. The blockchain
infrastructures have interoperability issues, and compatibility issues with enterprise IS (e.g.
enterprise resource planning (ERP)), which often include several functional modules such as
for accounting, controlling, logistics, manufacturing, warehousing and procurement (Kacina
et al., 2017).

Another key technical challenge is scalability, which is a system’s ability to continue to
function well when it increases in size or volume (Rouse, 2006). Scalability has several
components. The first, latency, is the “time for a transaction to confirm” (Croman, 2016),
which tend to be higher within any blockchain infrastructure than that of current payment
processing systems; for example, it takes 10min for a transaction to be confirmed with the
blockchain Bitcoin and 14 s with Ethereum (Kanaracus, 2016; Harris, 2018). Size and storage
also need to be worked on. Indeed, because a blockchain ledger keeps all of the transactions
since the first block when the numbers of users and transactions grow, the size of the ledger
grows as well. Bandwidth is another important aspect as transactions need to be broadcast
through the network before being validated through a consensus algorithm. When the
number of transactions increases, better network connectivity is necessary, which, coupled
with a large storage capacity, requires effective record management, leading to
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centralization, increased costs (Harris, 2018), and more energy consumption. The last
component of scalability is throughput, which is the maximum rate at which the network
can work properly (i.e. to transmit, receive and validate transactions). Because of the
blockchain infrastructure’s design, the number of transactions transmitted, received and
validated over the network is small compared to other existing centralized infrastructures.

The second impediment is that blockchain integrates complex components (consensus
algorithms and cryptography) that require technical understanding and that are usually not
shown to users. This complexity translates into end-users finding blockchain hard to
understand (Marr, 2018; Price, 2019), which represents a barrier for a wider adoption.

Third, regulators do not yet trust blockchain. Indeed, several risks exist, which can result in
financial loss. These include, for example, programming errors, system weaknesses, key
information being lost or stolen and more recently, 51% attacks in which hackers take control
of the blockchain to create an alternate version of the blockchain with false transactions such as
the hit against Ethereum Classic (Orcutt, 2019). Regulators caution that the technology is
neither mature nor scalable enough, and that it lacks standards. Indeed, even though several
countries have started to assess blockchain and, more specifically, its impacts on financial
services, the regulatory environment remains unsettled (PwC, 2018; Deloitte, 2020).

Overall, the audit standards and controls in place are currently insufficient to ensure that
the blockchain-based systems are functioning as intended (Alarcon and Ng, 2018). Indeed,
there is currently no auditing standards for blockchain, and it is difficult to predict if there
will be any or how long it might take to issue such standards. As reported by Dai and
Vasarhelyi (2016) in their article on Audit 4.0, the adoption of technology by the audit
profession has substantially lagged behind technology’s development and utilization by
companies, and standard-setting bodies’ consideration of technology lags even further (Dai
and Vasarhelyi, 2016). Because standards are mostly reactive in nature, they tend to respond
to particular needs instead of anticipating them, which means that they are likely to be
behind what is happening now (Duncan andWhittington, 2014). This becomes even more of
an issue for international auditing standards due to the differing agendas being pursued by
different countries, which can further increase the time lag to implementation (Duncan and
Whittington, 2014). Therefore, it seems that changes may only accelerate when
management’s needs or technological changes force accounting methods to adapt, in turn,
creating pressure for changes in assurance (Dai and Vasarhelyi, 2016; Krahel and Titera,
2015), and therefore, for standards to adapt. For example, the adoption of large databases
and cloud technology prompted the development of software and application layers for
measuring performance, leading to a demand for assurance (Dai and Vasarhelyi, 2016).
Similarly, the main driver of big data applications and blockchain usage by auditors will be
client-side demands (Alles, 2015). Alles (2015) showed the analogy between ERP systems
and big data in terms of their impacts on audit practice. If ERP can create the motivation for
the audit profession to adopt IT-based audits, then the same should apply to big data (Tang
and Karim, 2017) and by extension to the blockchain.

Auditors need standards and guidelines to perform audits. In a context in which new
technologies, including blockchain developments, are flourishing but standards tend to lag
behind, our study reveals how external auditors in practice assess and use current auditing
standards according to their evolving needs.

3. Methodology
For the purposes of this study, we used data that were originally collected to understand the
external auditors’ knowledge about blockchain technology and their expectation on the
potential impacts the technology could have on their profession.
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We initially gathered data using purposeful sampling, which is widely used in
qualitative research to identify and select information-rich cases for in-depth study. This
involves identifying and selecting individuals or groups of individuals who are especially
knowledgeable about or experienced with a phenomenon of interest (Cresswell and Plano
Clark, 2011). Studying information-rich cases yields insights and in-depth understanding,
rather than empirical generalizations and breadth of understanding (Patton, 2002). As such,
we used a field study and engaged with practitioners employed by several auditing firms.
We purposely sought interviewees with wide-ranging experience in the auditing field, either
as financial auditors or as IS auditors with different levels of responsibility, ranging from
manager to partner, all located across Switzerland (except one auditor, who was covering
the Swiss market from France at the time of the interview) and participants working at audit
firms that varied in size from small local firms to the Big Four. We conducted semi-
structured interviews to discuss each interviewee’s observations on blockchain in depth.

Theoretical saturation, when nothing new emerges (Miles and Hubermann, 1994), was
reached after interviewing 34 auditors (either financial or IS) working in 23 audit firms. The
sample size of our study is consistent with that of other qualitative studies, for which data
are commonly based on 1 to 30 informants (Fridlund and Hildingh, 2000).

The interviews lasted 50min on average; they were conducted in either French or
English (depending on the auditors’ ability) and were either recorded or transcribed through
notes (depending on the auditors’ specific request) for analysis using the ATLAS.ti research
software.

Table 1 – Interviewee categorization presents the categorization of the sample population
by level of experience, the field of expertize and employment in a big four.

When we analyzed data as part of the initial study, we found that an unexpected matter
was raised by most of the auditors, which translated into a new research question on how
the current auditing standards fit the emergent use of blockchain. We investigated this
matter using the content analysis method, which involves first coding textual data and then
summarizing and analyzing the coded text (Drisko and Maschi, 2015). The coding process
started with open coding (Berg, 2001), during which each researcher defined his or her codes
as he or she started to review the data. In qualitative research, codes facilitate the
identification of concepts around which the data can be assembled into blocks and patterns
(Catanzaro, 1988; Bengtsson, 2016). Then, we compared our codes and agreed on 13
categories and their definitions (Burnard, 1991; Graneheim and Lundman, 2004). A category
consists of codes that deal with the same issue (Erlington and Brysiewicz, 2017). The
purpose of creating categories is to provide a means of describing the phenomenon,
increasing understanding and generating knowledge (Cavanagh, 1997). The 13 categories
focus exclusively on the external auditors’ prominent and shared perceptions about how the
current auditing standards address the growing use of technologies and blockchain’s

Table 1.
Interviewees’
categorization

Specialists/categorization (%) of interviewees

Partner 38
Non-partner (manager and above) 62
IT (audit, security) 25
Financial audit 65
Advisory/risk 9
Standards specialist 1
Big four 35
Non-big four 65
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emergence. The categories and their definition are provided in Table 2 – categories. We then
grouped the categories into three themes. Themes express underlying data and are formed
by grouping two or more categories together (Erlington and Brysiewicz, 2017). Each theme
(presented in the next section) represents the concerns that the interviewees reported.

We note that one of the categories is on data analytics. Indeed, even though our study
initially focused on blockchain, the interviewed auditors mentioned other technologies such
as data analytics, process automation, digitalization, robotization and artificial intelligence,
regardless of each technology’s characteristics. We noticed that the two major auditing
standards bodies [International Auditing and Assurance Standards Board (IAASB) and
public company accounting oversight board (PCAOB)] do not differentiate technologies
from one another and have both set up working groups to investigate “new technologies,”
which include data analytics and blockchain, among others. As several interviewees
referred to data analytics in their answers, we decided to include it in our results to shed
light on commonalities or differences in the auditors’ evaluation of their respective impact
on their work.

We further evaluated and rated the knowledge of blockchain among the interviewed
auditors (Appendix A – Maturity Level of Auditors’ Knowledge of Blockchain) based on a
scale that we had defined (none, basic, aware, intermediate and advanced. See definitions in
Appendix A). These blockchain knowledge maturity levels allowed us to put the auditors’
comments in perspective with their understanding (basic, aware or intermediate) or mastery
(advanced) of the technology. See Table 3 – Interviewees’ Concerns According to their
Knowledge of Blockchain.

4. Results and discussion
In this section, we present the shared patterns of external auditors’ perceptions on auditing
standards in relation to the use of blockchain and data analytics. It is structured around the
three themes that emerged from the content analysis and that are of interest to the scientific
community, professionals in practice, standard setters and regulatory bodies.

4.1 Concerns about audit planning, including scope definition and audit realization
As explained by several interviewees, organizations increasingly use or plan to use
technologies such as dematerialization, artificial intelligence or blockchain in their business
processes, but the current auditing standards do not yet address these new IT capabilities
and their related audit impacts. However, to perform an audit, auditors need guidelines that
set levels of audit performance, and thus, quality. In this context, one of the financial audit
managers working for a smaller audit firm explained that “standards were thought about as
if audit evidence such as documents would always be paper-based.” Moreover, an IS audit
partner with advanced knowledge of blockchain and who worked for a Big Four firm
stressed “the necessity to translate the old world into the new IT-oriented world.” These
remarks are consistent with current literature. Indeed, Dai and Vasarhelyi (2017) explain
that auditing’s basic approach has been very slow to evolve; traditional auditing remains
centered on the audit of paper-based income statements with a limited used of technology,
which is an approach that no longer represents the world in which business operates (Dai
and Vasarhelyi, 2017).

The interviewed auditors specifically reported that no auditing standard currently
covers blockchain, and yet some auditors already face the challenge of auditing enterprises
that have set up blockchain platforms to execute some of their business processes or
enterprises with crypto-currency wallets based on blockchain. This situation raises two
types of uncertainty among the interviewees.
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The first uncertainty concerns the integrity, completeness and security of data. Indeed,
blockchain allows several parties to a value chain to exchange information and value
directly (e.g. in commodity trading, participants such as raw material extractors, traders,
banks, inspectors and certification providers can simultaneously access and update the data
within the blockchain). However, no publicly shared and validated protocol currently
guarantees data security. In this context, several auditors highlighted the importance of
ensuring the reliability of both the data stored in a blockchain and the blockchain network,
which leads to the second uncertainty about the actual auditing process. Because no
guidelines exist on how to audit blockchain technology or transactions stored in a
blockchain, the interviewed auditors explained that they would like the standard setters to
formulate guidance on the following audit-related issues. First, the scope of the audit and the
standards to be applied are unclear to them, in particular, whether they should audit the
blockchain network itself, the data stored within the blockchain or both. Second, they expect
the lack of blockchain-specific standards to impact their work in several ways. On one hand,
they wonder if they can rely on the blockchain-specific capabilities to adapt the audit
procedures and, for example, reduce the sample size; but in that case, they would have to
document how their work meets the current auditing standards; which would potentially
mitigate audit efficiency. On the other hand, if blockchain has to be considered as any other
random technological implementation, the auditors would potentially lose some audit
efficiency.

In addition, the interviewees also reported that they are looking for the standard setters
to provide guidance on how to assess an internal control environment based on a blockchain
protocol, how to adjust the related risk assessment, how to ensure transactions’ integrity
and overall, how to design the scope of an audit for a company using blockchain.
Blockchain-specific standards would bring consistency of the audit process among all CPA
firms, and would ensure that auditors follow common steps in auditing data stored in a
blockchain or in auditing a blockchain network, thus increasing audit quality. Finally, some
of the interviewees also expressed their concern about the way their responsibility will be
assessed if they rely on a blockchain protocol in an audit engagement.

The concrete questions above need to be answered for auditors to plan and perform an
audit; however, no guidelines currently exist, and auditors have to use their professional
judgment andmake decisions that are not supported by auditing standards.

Indeed, although “blockchain does not magically make the information contained in it
inherently trustworthy” and “events recorded in the chain are not necessarily accurate and
complete” (Hamm, 2018), it ensures data integrity along the chain, and therefore, creates
trust among the end-users of the information. Thus, auditors will have to provide assurance
on the fact that the blockchain delivers what it is intended to deliver. They will also have to
verify that the link to physical reality or other sources of the information entered in the
blockchain are complete and accurate. In other words, auditors must confirm interfaces with
the blockchain work properly, which Alles and Gray (2019) referred to as “the first-mile
problem.” In doing so, they will confirm process integrity in a blockchain-based
environment.

This situation has already started to translate into significant findings (deficiencies in the
application of generally accepted auditing standards that could result in a restatement of a
company’s financials) reported by the Canadian Public Accountability Board (CPAB).
Indeed, the CPAB reported in its Inspections Insights of November 2019 that it has inspected
eight audits of companies with activities in the crypto-asset sector to date and found
significant findings for seven of them. The most common deficiencies found by the CPAB
echo the concerns raised by the interviewed auditors and encompass the following:

MAJ
36,3

374



� Inadequate risk assessment during the audit planning therefore, several auditors
did not obtain an adequate understanding of the entities being audited, and thus,
failed to assess whether they could rely on information obtained from the
blockchain as audit evidence.

� Inadequate reliability of blockchain records. Even though blockchain protocols are
intended to make blockchain resilient to tampering, it is not appropriate for auditors
to assume that all protocols are effective and that information recorded in a
blockchain can be relied on with no prior testing. Indeed, before using information
obtained from a blockchain as a primary source of evidence, the CPAB reminds that
auditors should test the attributes of a blockchain protocol to ensure that only valid
transactions are added to a blockchain ledger.

The CPAB’s report refers to several auditing standards that, from their point of view, should
be sufficient to perform the audit tasks properly and the significant findings seem to arise
because of the misapplication of those standards by the auditors. This divergence between
the audit regulators and the auditors on the adequacy of auditing standards in the context of
new technologies has been reported in other studies. For example, Christ et al. (2019) in their
research on the use of drones for inventory counts show that the standard setting bodies
believe the current standards clearly allow a technology-supplemented process, whereas the
auditors think that the standardsmight allow for the use of these technologies. The auditors
would be more willing to adopt the technology if guidance were provided to protect the
firms from both legal and regulatory risks, which was also mentioned by some of our
interviewees who raised questions regarding their legal responsibilities as auditors.
Moreover, most of our interviewees expressed concern about properly conducting their
work to maintain the quality of the audit and to stay compliant with the auditing standards.
We noted that all the interviewees (except for one) with an advanced level of understanding
of blockchain, and therefore, with an advanced level of understanding of the technology
specificities and impact on auditing, asked for both more IT standards in general and
specific standards on the blockchain.

Many of the interviewees also explained that an increasing number of accounting firms
use new IT capabilities, such as data analytics, which allow them to analyze all transactions
and accounting records from a company’s data, such as journal entries, to detect anomalies
to investigate. However, no auditing standards currently cover the use of data analytics for
financial statement audits. Thus, when audit firms analyze large volumes of data instead of
doing sample-based tests, as currently requested in the auditing standards (AS 2315), they
obtain a higher level of assurance on the financial data (and not on the quality of the internal
control system) but do not meet the standards’ requirements. Audit companies, therefore,
end up in a paradoxical situation in which compliance with the auditing standards in place
reduces the level of assurance that could be achieved through the full use of the technology.
Many of the auditors interviewed explained that “sampling is not enough,” as such the
standards need to be updated to integrate data analytics capabilities. These findings echo
Austin et al. (2019), who showed that external auditors deplore the lack of regulation over
data analytics and that this lack of regulation appears to have slowed the diffusion of data
analytics throughout the financial reporting environment. Their results are also in line with
issues presented by Krahel and Titera (2015), who explained that the current standards are
still geared toward a paper paradigm in terms of data collection and error response, and
focus on intermittent and incomplete analyzes of available data by requesting statistical and
non-statistical sampling, whereas such a methodology implies uncertainties and personal
judgment (Krahel and Titera, 2015). In this context, Tang and Karim (2017) explained that if
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the standards provided clarification on choosing between population and sampling audits,
then it would be possible to perform a population-level audit that would be more effective
and at a lower cost than a sampling audit. Moreover, if we consider it possible to analyze all
data of a company, then the evaluation of internal controls to determine the extent of
substantive testing as prescribed in the standards could become obsolete. There could also
be an additional step where all data would be saved in a blockchain whose integrity would
have been tested beforehand, guaranteeing data integrity, immutability and traceability,
which would render the data analytics procedures unnecessary.

In this context, the two main audit standard setters – the IAASB and the PCAOB – have
each launched project to assess whether a need exists for new or updated guidance. On the
one hand, the IAASB established the technology working group in mid-2015 to explore how
it can respond to the increased use of technology including data analytics and blockchain
via new or revised International Standards on Auditing (ISA) or non-authoritative guidance
and in what time frame. In January 2018, the IAASB explained that this evaluation would
shape its strategy andwork plan for 2020–2023.

The PCAOB also formed a task force on data and technology to explore whether a need
exists for new guidance or changes to PCAOB standards, taking into consideration the
increased use of technology, including big data and data analytics, in audits, as well as other
new and emerging technology-based tools. As of November 2020, it reported that nothing
indicates that PCAOB standards impede auditors’ use of technology-based tools. As such,
they do not plan to update the current standards but will continue their on-going
assessment.

4.2 Concerns about audit quality
Auditing standards are sets of standards against which audits are performed and their
quality may be judged (Carmichael, 2014). However, our findings show that many auditors
deplored a lack of IT-related audit standards. Indeed, as confirmed by a member of the IT
Technical Subcommittee at EXPERTsuisse (the Swiss auditing standards setter), no IT
audit standard stands on its own among the different sets of auditing standards (PCAOB,
IAASB and Swiss national auditing standards). Therefore, auditors cannot use a specific
internal control framework when evaluating business or IT controls (Sheldon, 2019).
Instead, IT audit guidelines are embedded into general auditing standards such as the
PCAOB Auditing Standard No. 5 – an audit of internal control over financial reporting that
is integrated with an audit of financial statements, which includes guidance on automated
systems and controls, as well as IT general controls. Consequently, most of the larger
professional accounting and auditing firms have created their own audit templates (Sheldon,
2019; ISACA, 2014) or use the control objectives for information and related technology
framework as a reference. The scientific literature also shows that even though the business
IT environment is becoming increasingly complex and dynamic, auditing standards only
provide vague guidance (Axelsen et al., 2017). One of the partners with a basic
understanding of blockchain who worked for a mid-size international CPA firm emphasized
that “as IT risks increase, IT standards should also increase.” However, the current auditing
standards on IT are at best vague or even silent in particular situations, such as blockchain
audit or the use of data analytics by CPA firms. This situation raised questions among the
interviewees about their ability to issue proper assurance. Several interviewed auditors with
different levels of understanding of the blockchain technology specifically asked for the
standards to update the way audit evidence can be collected, taking into consideration
the various new technologies, including blockchain. This demand is also reported in the
literature; for example, Christ et al. (2019) for the use of drones and Brown-Liburd and
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Vasarhelyi (2015) and Austin et al. (2019) for the use of data analytics. Some interviewees
expressed that having more IT rules would increase audit quality by ensuring the security,
quality and integrity of raw data, especially within a blockchain environment and would
also increase stakeholders’ assurance in the audit results. Above all, as some auditors
reported, “standards should provide confidence.”

On the contrary, other highly experienced auditors highlighted that even though they
need more IT auditing standards, those standards should not be too prescriptive. They seek
auditing guidelines, not rules. One auditor explained that “having more standards does not
necessarily translate into more quality and more added value for the clients but instead can
translate into administrative compliance overhead, which increases audit costs.” Another
interviewee even stated that it could create a “check-the-box mindset” in which the auditor’s
only concern is to complete checklists to ensure that all standards are properly followed,
whereas audit report users expect a critical evaluation and skeptical mindset from the
auditors. In their study of data analytics, Austin et al. (2019) also reported the contrasted
preferences between prescriptive, rule-based standards and guidelines or “loose regulation.”
They explained that accountants tend to prefer rules-based standards because they provide
protection in case of litigation (Donelson et al., 2012) and that technology users often prefer
the flexible interpretation of technology-related rules (Geels, 2004). Our results are more
nuanced: the majority of our interviewees who specialized in IT, and therefore, have an
advanced level of knowledge of the blockchain technology, ask for more guidance and
specific standards, whereas the proportional share of financial auditors asking for more
guidance and specific standards is smaller. This might be the expression of blockchain’s
specificity and potential pervasive impact on the auditing profession.

At this stage, some of the highly experienced auditors with different levels of knowledge
on the blockchain (from aware to advanced) believe that the International Organization for
Standardization (ISO), through its TC 307 – Blockchain and distributed ledger technology
should deliver blockchain certifications. In this context, the interviewees proposed that
blockchain specialists review and certify blockchain’s set-up and deployment according to
ISO standards. Financial auditors would use and rely on their report, as authorized by the
auditing standards, which would nonetheless require that the financial auditors be
sufficiently blockchain savvy to understand the conclusions of the report. As explained in
the next section, this represents a challenge.

Some of the interviewed auditors raised another shared perception that the standards are
reactive in nature, which is consistent with the current literature as discussed in Section 2.
They explained that because the standards are reactive, they are not quick enough to adapt
to continuous business updates and auditors’-related needs. As one of the interviewees with
an advanced level of knowledge on blockchain who worked for one of the Big Four stated,
“standards represent a limit: auditors cannot take full advantage of new technologies
because the standards and the technology do not change at the same pace.” This can be
illustrated by a review of the PCAOB and IAASB websites. To the best of our knowledge,
there is currently no scientific or professional study on the time needed to issue new auditing
standards or update existing ones. We reached out to the PCAOB and IAASB to ask if
information (studies, reports or statistics) was available on this topic, but neither replied.
Only the Swiss auditing standard-setting body EXPERTsuisse explained that even though
it tends to rely on existing ISAs, the process can take up to three years in Switzerland.
Therefore, we reviewed the latest auditing standards issued by the PCAOB and the IAASB
to gain information on the standards-issuing time frame and noted that for both institutions
it takes on average six years between the initiation and the adoption dates.
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An interviewee emphasized that “technology advances constantly and rapidly.”
However, the auditing standards take time to change and tend to change only when
incidents happen that challenge the auditors’ work. This finding is aligned with the
conclusions of Dagiliene and Kloviene (2019), who reported in their article on the motivation
to use big data and data analytics in external auditing that companies started to use data
analytics tools more than five years ago, external auditors began using them three years ago
and regulators have no experience with them to date. This results in transition periods,
during which auditors do not have clear guidelines on how to conduct their audits. In those
periods, auditors perform their audits with no guidance according to which the audit can be
performed, measured and judged. They have to rely on their professional judgment, even
when they face complex audit questions such as the ones mentioned above, which could
negatively impact not only the audit quality but also financial statement users’ confidence,
and even the capital market at large.

4.3 Concerns about compliance with current standards
The interviewed auditors recognize that blockchain is a sophisticated and complex
technology that is difficult to understand. Yet, auditing standards require auditors to obtain
a good understanding of their client’s business, including the IT infrastructure and IT
systems relevant to financial reporting and the controls in place (ISA 315; AS 2110). To do
so, financial auditors are allowed to team up with IS auditors to gather and interpret
evidence (ISA 220; AS 1201; Axelsen et al., 2017). However, as demonstrated in the answers
obtained, the current state of many auditors’ understanding of this technology is not
sufficient to comply with ISA 315, ISA 402 andAS 2110.

As mentioned by some auditors, one way to address this issue could be working with a
specialist, which is consistent with the recommendation from the CPAB (2019). Indeed, the
standards allow engagement auditors to use a specialist’s work to obtain appropriate
evidential matter. A specialist is defined as a person (or a firm) possessing special skills or
knowledge in a particular field other than accounting or auditing, such as an engineer or IT
programmer (ISA 220; AS 1201). Because blockchain is a complex technology, some
interviewees mentioned the possibility of having it reviewed and assessed by a specialist,
who would issue a report that the financial auditors would use and rely on. However, this
hypothetical situation raised additional questions and concerns among some of the
interviewees. Indeed, ISA 620 and AS 1210 require that the engagement auditors evaluate
the specialist’s professional qualifications to ensure that he or she possesses the necessary
skills (including professional certifications or licenses, reputation and experience). Some of
our interviewees pointed out that they would not be able to evaluate these competencies and
could not be assisted by IS auditors because IS auditors tend to work only in bigger firms.
As such, they think that the standards need to be updated to include guidance on how to
assess the competency of blockchain specialists.

ISA 620 and AS 1210 also require that the auditors obtain an understanding of the nature
of the work performed, including the methods used, the form and the content of the
specialist’s findings, etc. Indeed, even though auditors are allowed to use the work of a
specialist, the engagement auditors are ultimately responsible for the audit opinion. As such,
some auditors interviewed reported that they are not sufficiently blockchain savvy to
understand the conclusion of such a report, and therefore, are not able to comply with ISA
620 and AS 1210. They also believe that the standards should be updated to include the key
steps of a blockchain audit, including its acceptable outcome.

Overall, some auditors were concerned that the current set of standards coupled with
their lack of understanding of the technology prevented them from concluding an audit for
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which the client used blockchain. This last point is also reported in the literature, which
states that “if we imagine an environment filled with clients using blockchain in their
business operations, an auditor without sufficient knowledge and skills will have a hard
time understanding the client’s business and the client’s environment, and therefore, will
have a hard time providing assurance” (Tang and Karim, 2017).

5. Conclusion
Because blockchain offers many interesting characteristics (e.g. transparency, traceability,
security and immutability of transactions) and is based on shared and distributed features,
we anticipate that its adoption will most probably be general once it starts to become rooted
into the business ecosystem, which seems to be confirmed by recent studies. PwC (2018)
reported that in the 15 countries where it surveyed leaders, 84% of them explained that their
company was already engaged in a project related to blockchain. Another recent survey
from Deloitte (2020) shows that an increasing number of organizations are moving away
from “blockchain tourism” to define and develop a permanent implementation. Thus, the
survey shows that 39% of the global respondents (1,488 senior executives and practitioners
in 14 countries) report that they have already incorporated blockchain into production (41%
of respondents working for companies with revenue greater than $100m), which represents
a 16-point increase compared to past year.

The magnitude of technology’s impact on the audit profession is not clear at this stage.
Nonetheless, some commentators have suggested that the potential impact of blockchain
technology on the auditing profession could be as significant as the internet’s impact on
industries such as travel and retail (Sheehan, 2017). According to Gerard Brennan, auditing
and blockchain expert, “there is an urgency for consensus, regulations and standards” (CPA.
com, 2019), especially as blockchain will probably affect audit firms at two levels. First, CPA
firms will have to develop new audit procedures to provide assurance for clients whose
business processes are based on this technology. Second, they will have to integrate
blockchain into the audit firms’ tools to increase their audit efficiency, which is probably
also valid for other technologies such as digitalization, data analytics, robotics, process
automation and artificial intelligence. Indeed, as reported in the Request for Input issued by
the IAASB in September 2016, stakeholders raise questions about how data analytics fits
into the current risk-based audit model, inquire about the auditor’s data analytics
capabilities and in some cases expect the auditor to perform the audit using more technology
to improve accuracy and efficiency.

The two major setters of auditing standards (the PCAOB and the IAASB) have identified
the growing use of technologies and have considered on an ongoing basis whether the
auditing standards continue to meet the needs of those who rely on auditors’ reports in a
fast-paced digital world. They also take into consideration whether they should reflect the
digital era in the application guidance.

The results of our study show that external auditors think that to maintain audit quality
at least to its current level and to ensure that the auditing standards continue to be robust
and relevant in a fast-paced environment, those standards will have to be adapted to address
new technologies sooner rather than later. Indeed, the interviewees stressed the lack of
auditing standards addressing new technologies and shared with us a growing list of
technology-related questions that need to be answered to continue to perform high-quality
and efficient audits and, in turn, secure the investor’s and other stakeholders’ confidence.
Many of them also referred to data analytics and explained that they are looking for
standards that explicitly cover this topic to develop and generalize their use. Our study also
shows that most of the auditors with an advanced level of understanding of the blockchain
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technologies, and therefore, of the technology specificities and impacts on the audit risk, ask
for specific standards addressing blockchain.

Furthermore, the time frame considered by the IAASB (2020 to 2023) coupled with the
time necessary to issue new standards (between 5 and 10 years) does not fit the fast pace at
which the technology is developing and being adopted. As one of the interviewed IT audit
partners with an advanced understanding of blockchain reported, “the blockchain
deployment will most probably have a transversal impact. It will, therefore, be difficult for
the standard-setting bodies to grasp it and translate it into audit guidelines.” As such, these
bodies might have to innovate and adapt their ways of working and issuing new standards
from now on. For example, to support auditors through transition phases such as the
present one, the standard setters might regularly issue best-practice recommendations
rather than detailed and prescriptive standards. Moreover, as IT systems are becoming
increasingly complex and sophisticated, and increasingly important to audit risk-based
assessment, the regulator could consider having the audit opinion signed by both a financial
audit partner and an IT audit partner, with each being either responsible for their part of the
audit or jointly responsible for the whole audit. It also seems that as the world continues to
become more interconnected, especially with IT systems such as blockchain, the major
auditing standard-setting bodies need to accelerate their convergence project to ensure that
all CPA firms follow common audit steps to promote the same level of confidence
worldwide. However, today, it seems that in lieu of consensus, there is only confusion and
uncertainty (CPA.com, 2019).

Notwithstanding the limitations because of the nature and extent of our study, which
focused on external auditors working in Switzerland, our findings could be interesting for an
international audience, in particular, the regulators or auditing standard boards as they
indicate possible action points to issue new and adequate IT-related standards regarding the
use of blockchain and other so-called “new technologies.” Although the Swiss findings may
not be fully applicable to other countries, they are relevant in expressing the need for further
guidance because Swiss auditors widely use IASB and PCAOB standards in their audits or
use Swiss national auditing standards that are closely linked to the international ones.
Similar surveys could be conducted in different contexts (national or international, including
standard-setters and regulators) to generalize such findings. Future research could also
more specifically address the contribution of new blockchain or other technologies dedicated
IT auditing standards for auditing practice. New release and update schemes to better fit the
fast-evolving environment, and in particular the technology evolution, also represent an
interesting issue in this still understudied area of the impact of new technologies on the
audit profession.
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Appendix A. Maturity level of auditors’ knowledge of blockchain
None – The interviewee has not heard of the technology at the time of the interview or has heard the
name but does not know what the technology’s features and possibilities are.

Basic – The interviewee is aware of the technology. He or she may understand some key
characteristics (no central control and data security) but associates them only to cryptocurrencies and
does not know their functioning.
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Aware – The interviewee differentiates the technology from the cryptocurrencies. He or she
understands that this is a type of distributed ledger and knows some key characteristics (no central
control and data security) but does not know how they are implemented.

Intermediate – The interviewee understands that this is the technology behind Bitcoin and
cryptocurrencies but that it offers business applications beyond that field. He or she is aware of the
main features of the technology and understands that the key functionalities of the chain involve a
distributed data structure where transactions are peer-to-peer (with no central control), validated and
added to the chain in a chronological order and immutable way.

Advanced – The interviewee understands the overall features and functionalities of the
technology and the jargon around it (nodes and mining/miners), the different types of validation
protocols (proof of stake and proof of work) and the different types of the blockchain (private, public
and consortium). He or she is aware of the potential applications of the technology in various
businesses and industries and understands the strengths (data safety, immutability, timestamping,
impossible double spending, transparency and traceability) and weaknesses of the technology
(scalability and interoperability). He or she understands smart contracts and how they can be used.
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